Abstract -In this paper a new type of information hiding skill in biomedical images is proposed through a combination of cryptography and digital watermarking to achieve the enhancement in confidential and authenticated data storage and secured transmission. Here patient's name and doctor's name are considered as patient's information which is encrypted using cryptography and embedded in the scan image of that patient through watermarking. RSA algorithm is used for encryption and higher order bit LSB replacement technique is used for embedding the information. The private keys are also embedded in the cover image to have better security and accurate recovery of the hidden information. The outcome of the proposed methodology shows that the hidden information doesn't affect the cover image and it can be recovered efficiently even from several noisy images. The strength of the proposed embedding scheme is also supported by several image quality matrices.
I. INTRODUCTION
Biomedical imaging is an important and vital aid in diagnostic and management decisions. In this regard, several different techniques are used: X-ray, Computer Tomography (CT) Scan, Magnetic Resonance Imaging (MRI), Positron Emission of Tomography (PET) etc. Critically ill or injured patients can be treated locally by effective and secured communication between remote hospitals and distant specialist and the issues the unified network protocols and different security settings in the data transfer arise [1] [2] [3] . The transmission of medical information among the geographically separated medical organizations is done in as secured way as possible [4] [5] . In order to fulfill the security and convenience issues of the patients like the prevention of medical fault, the real-time detection of abnormal event, the support of clinical decision and development of medical service based on the patient, has to be achieved. Cryptography and watermarking is an important technology for these topics. In cryptography, the message is hidden in the form of cipher but an interception of the message can be damaging, as it still shows at the time of communication between the sender and receiver. In contrast, Watermarking takes a different approach in hiding the evidence. Watermarking embeds the message imperceptibly without changing image size or format. The appearance of the watermarking in order to contribute to the security of medical images shared on the network. We use both cryptography and watermarking technique for secure transmission of patient's information. If any unauthorized person recovers the watermark, still he can't get the original message. So, by this process we can achieve the enhancement in confidential and authenticated data storage and secured transmission.
A. Cryptography
Cryptography is the study of information hiding and verification. It includes the protocols, algorithms and strategies to securely and consistently prevent or delay unauthorized access to sensitive information and enable verifiability of every component in a communication. Cryptography concerns four main goals. They are: message confidentiality: Only an authorized recipient should be able to extract the contents of the message from its encrypted form, message integrity: The
B. Watermarking
Watermarking describes methods and technologies that hide information, like a number or text, in digital media, such as images, video or audio. The embedding takes place by manipulating the content of the digital data, which means the information is not embedded in the frame around the data. The hiding process has to be such that the modifications of the media are imperceptible. For images, this means that the modifications of the pixel values have to be invisible [9] [10] [11] .
Classification of Digital Watermarking

According to the resistant ability of watermark
Watermarking technique can also be classified as robust and fragile [12] .
Robust watermarking has the capability to resist various attacks or manipulations of the media.
Fragile watermarking, on the other hand, can be easily destroyed or remain irretrievable after modification is done on the image. Copyright protection is achieved by robust watermarking while image authentication is usually achieved by fragile schemes.
According to the visibility
Digital image watermarking may be classified as visible and invisible. The visible watermarks can be seen by normal eyes and can be visible on bills, television channel logos, currency notes, etc. Invisible watermarks are embedded secretly [13] . 1.3. According to how watermark is detected and extracted Blind-extracting watermarking means watermark detection and extraction do not depend on the availability of original image. The drawback is when the watermarked image is seriously destroyed; watermark detection will become very difficult.
Non-blind -extracting watermark can only be detected by those who have a copy of original image. It guarantees better robustness but may lead to multiple claims of ownerships.
According to the domain for watermark
Watermarks can be applied in the spatial domain or in the transform (frequency) domain [14] .
Spatial domain methods are based on direct modification of the values of the image pixels, so the watermark has to be imbedded in this way [15] .
Frequency (transform) domain methods are based on the using of some invertible transformations like discrete cosine transform (DCT), discrete Fourier transform (DFT), discrete wavelet transform (DWT) etc. to the host image.
C. Biomedical image
The images which are used to diagnose and examine the disease in the human body are known as biomedical images. Biomedical images play a significant role in diagnosis of many diseases. Doctors diagnose from medical images, so more care is required to hide patient information in biomedical images without affecting quality of image [16] . During the diagnosis, it is important that an automated framework exists to verify the authenticity and integrity of the image itself. Biomedical images require special safety and confidentiality, because critical judgment is done on the information provided by biomedical images. Biomedical imaging is used to create biomedical images of the human body for clinical purpose or medical science including the study of normal anatomy and physiology [17] .
Radiology Technology:
2.1. X-Ray Technology: The most common imaging technique used today is a radiograph (x-ray film) and the most common x-ray ordered is a chest x-ray, and the musculoskeletal x-ray exam comes in second. An x-ray provides a two dimensional image of the interior of the body and the procedure is performed by a Radiologic Technologist. A single x-ray passes through the body and exposes the film on a radiograph (or fluorescent screen) placed on the opposite side. Tissues having different densities show up as differing densities on the radiograph i.e. x-rays which have their nature of being absorbed to various degrees through body tissues depending on the density of them. 
D. Biomedical watermarking
Biomedical watermarking is a signal processing technique in order to achieve the objectives e.g. confidentiality, reliability, availability as well as traceability of medical information systems. Biomedical image watermarking is a relevant process for enhancing data security, content verification and image fidelity. Embedding external data in medical images should not change any information, thereby affecting further applications. Biomedical image watermarking embeds messages imperceptibly without changing image size or format. Protection of Electronic Patient Record (EPR) in digital health care system is very important. Hiding patient data as EPR in the medical image is one of the applications of digital image watermarking [18] .
E. Description of Different Colour Spaces
Colour space is a system for describing colour numerically. It's also known as a ‗colour model'. A colour model is an abstract mathematical model describing the way colours can be represented as tuples of numbers, typically as three or four values of colour components [19] [20] .
Gray Scale is an image in which the value of each pixel is a single sample, that is, it carries only intensity information. Images of this sort, also known as blackand-white, are composed exclusively of shades of gray, varying from black at the weakest intensity to white at the strongest. Grayscale images have many shades of gray in between black and white. Grayscale images are often the result of measuring the intensity of light at each pixel in a single band of the electromagnetic spectrum and in such cases they are monochromatic proper when only a given frequency is captured. But also they can be synthesized from a full colour image. The intensity of a pixel is expressed within a given range between a minimum and a maximum, inclusive. This range is represented in an abstract way as a range from 0 (total absence, black) and 1 (total presence, white), with any fractional values in between. In the binary representations assume that 0 is black and the maximum value 255 is white. Figure 1 . Gray-scale space RGB is the simplest colour space. The RGB colour model is an additive colour model in which red, green, and blue light are added together in various ways to reproduce a broad array of colours. The name of the model comes from the initials of the three additive primary colours, red, green, and blue. The main purpose of the RGB colour model is for the sensing, representation, and display of images in electronic systems, such as televisions and computers, though it has also been used in conventional photography. Their wavelengths were standardized by the CIE in 1931: red=700 nm, green=546.1 nm and blue=435.8 nm. 
F. Attacks and distortions
In watermarking terminology, an -attack‖ is any processing that may impair detection of the watermark or communication of the information conveyed by the watermark. Broadly it can be classified as -Intentional Attacks and Non-Intentional Attacks. An attack may be performed intentionally on a watermarked document in order to destroy or degrade the quality of the hidden watermark. These distortions also introduce degradation on the performance of the watermark extraction algorithm. The success of a digital watermarking technology depends heavily on its robustness to withstand attacks that are aimed at removing or destroying the watermark from its host data. Some of the popular attacks mentioned in this paper are: (a) Salt and Pepper Noise, (b) Gaussian noise, (c) Image Compression, (d) Erosion, (e) Averaged noise, (f) Multiplicative noise, (g) Motion blur, (h) Dilation [21] [22] [23] [24] .
1) Salt and Pepper
Salt and Pepper Noise is a form of noise that replaces the intensity levels of some of the pixels of an image resulting in loss of information from those pixels. An image containing salt and pepper noise represents itself as randomly occurring dark pixels in bright regions and bright pixels in dark regions. This type of noise can be caused by analog-to-digital converter errors, bit errors in transmission, etc.
2) Image Compression
To reduce the size, high quality images like BMP images are converted to JPEG. Compression is a common form of attack, as data transferred via a network is often compressed using JPEG. The degree of compression can be adjusted.
3) Gaussian noise
Gaussian noise is statistical in nature that has its probability density function equal to that of the normal distribution. It can degrade the watermark image quality and may destroy the watermark.
4) Erosion
Erosion removes pixels on object boundaries. The number of pixels added or removed from the objects in an image depends on the size and shape of the structuring element used to process the image.
5) Averaged
The former describes an attack in which many instances of a given data set, each time signed with a different key or different watermark, are averaged to compute the attacked data.
6) Multiplicative noise
Multiplicative noise, also known as speckle noise, is a signal dependent form of noise whose magnitude is related to the value of the original pixel. This noise can also degrade the quality of the watermark image by manipulating the hidden information or watermark.
7) Motion Blur
Motion blurs the artifact by which fast-moving objects appear blurred. Each frame in a conventional film is an average sample taken over about half the time it takes to record the frame. In consequence, fastmoving images appear blurred. Temporal aliasing is more severe in the case of computer-generated images where the image is likely to be defined at a specific point in time. In computer animation, the created images are often deliberately blurred to achieve a similar effect to the conventional camera and enhance the simulation of motion.
8) Dilation
Dilation is another basic operation in morphological image processing. Originally developed for binary images, it has been expanded first to grayscale images, and then to complete lattices. The dilation operation usually uses a structuring element for probing and expanding the shapes contained in the input image. Dilation is the dual operation of the erosion. Figures that are very lightly drawn get thicker when "dilated".
G. Image quality metrics
Image quality metrics measures the perceived image degradation, compared to an ideal or perfect image. Imaging systems may introduce some amounts of distortion in the signal, so the quality assessment is an important problem. Measurement of the quality of watermarked image and attacked watermarked image is very important for the watermarking technique to prove its strength and successfulness. To measure the amount of visual quality degradation between the original and watermarked images different types of image quality metrics such as PSNR, SSIM, BER, SC, NCC, and UIQI are used [25] [26] .
A higher Peak signal -to-noise ratio (PSNR) would normally indicate that the reconstruction is of higher quality. A small value of PSNR indicates poor quality. Structural Similarity Index Measure (SSIM) is a method for measuring the similarity between two images. Structural Content (SC) is the measure of information content in the image. The Bit Error Rate (BER) can be considered as an approximate estimate of the bit error probability. This estimate is accurate for a long time interval and a high number of bit errors [27] [28] [29] . 
The cipher text is converted into its 8 bit binary digit and thus the watermark is generated. After that the watermark is embedded into some pixels of Cb, Cr components using replacing slightly higher order bit LSB. The upper right and lower left part of the cover image is taken and the YCbCr is converted to RGB colour space and extracted colour components Y, Cb, Cr. Keys are embedded into Cb, Cr components of cover image using LSB replacement method. Once the data has been embedded, the 4 parts of the image are joined and converted into RGB to YCbCr colour space and hence the watermarked image is created. Flowchart of the embedding technique is given in Figure.4 .
B. Recovery algorithm
The watermarked image is taken and it is divided into four parts: upper left, upper right, lower left, lower right. The upper right part and lower left part of the watermarked image is taken and the RGB is converted into YCbCr colour space. The colour components Y, Cb, Cr are extracted from YCbCr colour space image. The watermark values are decoded from higher order bit LSB of the watermarked image by LSB flipping method to recover the hidden keys which helps to decrypt hidden the encrypted patient's and doctor's name. The patient's information is recovered from upper left and lower right part of the watermarked image. Using two sets of keys given by the users, the public keys and the private keys are generated. After that the watermark or the cipher text is converted into plain text using RSA algorithm decryption method with the help of above mentions keys. The plain texts are then flipped. The obtained binary streams are converted into ASCII values and then its equivalent alphanumeric values. Thus the encrypted hidden patient's record i.e. the patient's name and doctor's names are recovered. Once the data has been decoded, the 4 parts of the image are joined together. Thus, we recover the original biomedical image and also various hidden information. Flowchart of the recovery technique is given in Figure. 5.
III. RESULT AND DISCUSSION
In this section the outcome of the proposed methodology is depicted along with some important image quality metrics to describe the quality of both the embedding and detection algorithm. In Table 1 and  Table 3 , nine sets of gray-scale biomedical images and nine sets of colour biomedical images of different modalities like X-Ray, CT Scan, MRI along with patient information and obtained watermarked images are given. Primarily we have considered the communication is ideal and hence no external interference has been included. The calculated value of the quality metrics such as PSNR and SSIM, SC, NCC, BER, UIQI are also given to find the image quality degradation. It is observed that the difference between the watermarked image and the cover image by the Human Visual System appear to be identical. From Table 1 and Table 3 , we observe that the PSNR value is quite higher which indicates good quality of picture. The value of SSIM in all the cases is close to 1 which describes a good structural similarity between the original and watermarked image and BER is close to 0 which indicates less error in watermarked image. The value of NCC and UIQI are also close to 1 which is proof of the good quality of the watermarked image. We can also see that patient information is successfully recovered from the watermarked images which are exactly same as the hidden one.
Further values of different image quality metrics also state that the proposed methodology is successfully applicable for both gray scale and colour biomedical images of different modalities. The values of image quality metrics for gray scale X-Ray and CT Scan is better while it is better in case of colour CT Scan biomedical images.
In practice in the real world scenario there are chances of unauthorized users in reality where the watermarked image can also be easily altered by unauthorized access from unwanted users. Different types of attacks such as salt and pepper noise, image compression, gaussian noise, erosion, averaged, motion blur, multiplicative, dilated are applied on watermarked image and it is shown in Table 2 and Table 4 . The values of PSNR and SSIM are lowered and BER is increased for different type of attacks. Moreover, from the experimental results it is clearly observed that the proposed technique can resist different types of moderately higher order attacks and still can recover the exact hidden information. The biomedical image watermarking has the potential to provide complementary and alternative solutions in a range of issues of critical importance to health informatics, data authentication, and efficient medical data management, storage, and retrieval as well. The proposed combined cryptography and watermarking scheme addresses the above issues by imperceptibly embedding encrypted patient's information using RSA algorithm into the higher order bit LSB of the biomedical images. The experimental results describe that the proposed algorithm is robust against different type of attacks which also utilizes some a private keys which is required for the recovery of the hidden information and hence lending security to the algorithm. The obtained values of different image quality metrics support the quality of the encryption method visually and statistically. The exact recovery of the patient information from both the un-attacked and attacked watermarked image describes the strength of the recovery process. Hence we can conclude by stating the fact that the proposed methodology which is a combination of cryptography and watermarking provides a new method for authenticated information hiding and secure transmission that could be extended and integrated into healthcare information systems, in order to provide an additional level of security for accurate diagnosis and best practice treatment. 
